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Section 1: Create Azure Application

Visit https://portal.azure.com website then login using your Microsoft Azure organisation account (make
sure it has a global admin privilege).
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From the Azure homepage, navigate to Azure Directory > Manage > App Registration
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https://portal.azure.com/

Under the App registrations tab, Select the “New Registration” button

New registration Endpoints Troubleshooting Refresh Download Preview features | Got feedback?

8 Preview features
Try out the new App registrations search preview! Click to enable the preview. —

A Diagnose and solve problems

Mana
nir Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will co

& users be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph.
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Identity Governance

Application proxy

Licenses
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In new registration form, provide the name of your application (would be better to use “Zencontract”
as default name). Under Support and Account types select “Accounts in any organizational directory”
option. In Re-direct URL value, use this link https://my.zencontract.com/edge/Account/AzureToken

Microsoft Azure £ Search resources, services, and docs (G+/)

Create a resource Register an application
@ Home
B8 pashboard
Name

Al services
The user-facing display name for this application (this can be changed later).

* FAVORITES
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®] Resource groups
Supported account types
W& App Services
4> Function App
Accounts in this organizational directory only (Zencontract only - Single tenant)

51 databases Accounts in anv oraanizational directory (Anv Azure AD directory - Multitenant)
& Azure Cosmos DB Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

M victual machines Personal Microsoft a only
@ Load balancers

M storage accounts

7 Virtual networks Redirect URI (optional)

4 Azure Active Directory We'll retumn the authentication response to t ! ly authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenari

© Monitor
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Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from



https://my.zencontract.com/edge/Account/AzureToken

Then click the Register button.

Under the overview tab of the created application, copy the Client ID and Tenant ID. As these ID’s will be
used to authenticate in Zencontract website.

1 ZencontractOffice365 =

Delete Endpoints Preview features

Overview
Essentials
& Quickstart

o Integration as:

Manage
® Branding
Authentication

Certificates & secrets "
e Welcome to the new and improved App registrations. Looking to lear how it's changed from App registrations (Legacy)?

fif Token configuration

API permissions i) Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and|
feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph.
# Expose an AP

App roles
\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers.
& Owners
&, Roles and administrators | Preview GetStarted Documentation

Wl Manifest

Support + Troublashooting Build your application with the Microsoft identity platform
Troubleshooting
The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, stan)
& New support request authentication solutions, access and protect APIs, and add sign-in for your users and customers.

After copying and storing Client ID and Tenant ID, go to Authentication tab. For the Front-Channel
Logout URL value kindly use this link https://my.zencontract.com/system/user . Then in Implicit grant
and hybrid flows field, tick or enable the “Access Token” checkbox then click Save button.

ctOffice365 | Authentication

Save Discard Got feedback?

Add a platform
& Quickstart

o Integration assistant Web

Manage Redirect URIs

M Roaoding The URIs we wil accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as
reply URLS.

Authentication
https://localhost/edge/Account/AzureToken
Certificates & secrets &
Token configuration
AP permissions
Expose an API Front-channel logout URL

B A roles This is where we send a request to have the application clear the user’s session data. This is required for single sign-out to
work comrectly.
B Owners hitps//locathost/system/user
Roles and administrators | Preview
e implicit grant and hybrid flows
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
Support + Troubleshooting doesn't use the authorization code flow, or if it invokes a web AP via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens.
& Troubleshooting

& New support request Select the tokens vou would fike to be issued by the authorization endpoint:

[

Supported account types

Who can use this application or access this API?
@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

All users with a work or school, or personal Microsoft account can use your application or APL This includes
Office 365 subscribers.



https://my.zencontract.com/system/user

After the Authentication setup, go to Certificates & Secrets tab. Click the “New client secret”, add
verbiage text in the Description field and under Expires field select your desired months or years for
Client Secret expiration then click Add button.

£ Search resources, services, and docs (Ge/) B &

Add a client secret

T ZencontractOffice365 | Certificates & secrets
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Support + Troubleshooting

= No cient secrets have been created for this application.

After successfully adding the Client secret, copy the Client Secret value as this will be used for
Zencontract website as well.

NOTE: Copy the client secret value quickly once created as this will be shown to the user once.

Microsoft Azure £ Search resources, services, and docs (G+/)

Create a resource ? ZencontractOffice365 | Certificates & secrets

Got feedback?

% Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) s a credential.
& Quickstart

8 Al resources #  Integration assistant
) Reene e Certificates
Manage
e e Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
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¥ Certificates & secrets Thumbprint Start date Certificate ID

Azure Cosmos DB

il Token configuration No certificates have been added for this application.

Virtual machines
API permissions
Load balancers
. Expose an AP|
Storage accounts 2
App roles Client secrets
- Virtual networks
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Azure Active Directory
& Roles and administrators | Preview
B Monitor New client secret
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Section 2: Add API Permission for Office365 MSGraph (Outlook,
SharePoint)

Go to APl permission tab, click “Add a permission” button then

£ Search resources, senvices, and docs (G+/) [ZIE"

“Microsoft Graph” API

com

select

Request AP permissions
ZencontractOffice365 | APl permissions  #

Refresh Gotfeecbad?
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To view and marage permiions

After selecting Microsoft Graph API, add the following permissions for both “Delegate Permission” and
“Application Permission”,

Delegate Permission

e Files.ReadWrite

e Files.ReadWriteAll

e Mail.ReadWrite

e Mail.ReadWriteShared
e Mail.Send

e Mail.Send.Shared

e Offline_access

e Sites.ReadWriteAll

e User.Read

Request AP| permissions




Request APl permissions
ZencontractOffice365 | API permissions
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Request API permissions

ZencontractOffice365 | API permissions

Application Permission

e Mail.Send
e User.ReadAll

Request API permissions
ZencontractOffice365 | API permiss

Request API permissions




Request AP! permissions

ZencontractOffice365 | AP

Section 3: Add API Permission for Dynamics365

In order to call Dynamics Organisation data and information. You need to add Dynamics API permission.

Add the Dynamics CRM Delegate Permission “user_impersination”

Request API permissions
ZencontractOffice365 | API permissions




Section 4: Grant Admin Consent for Azure Application

In API permissions tab, select the “Grant admin consent for <<Name of Application>>". This will allow all
the added permissions to integrate with Zencontract website.

ctOffice365 | APl permissions

Refresh | Got feedback?

Yervi
§ Overview A You are editing permission(s) to your appiication, users will have to consent even if they ve already done o previously.

& Quickstart
A\ Starting November 9th, 2020 end users will no longer be able o grant consent to newly registered muttitenant 2pps without verified pubishers.
o Integration assistant

Mesnge i The “Admin consent required™ column shows the defauit vaiue for an organization. However, user consent can be customized per permission, user, o app. This column may not reflect the value
® Branding
Authentication Configured permissions

€ Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application need
{lf Token configuration

AP permissions Add a permission Grant admin consent for Zencontract
@ Expose an AP| AP1 / Permissions name Type Description Admin consent requ...
B App roles

& Owners Delegated  Access Common Data Service as organization users

& Roles and administrators | Preview

W Manifest Delegated  Have full access to user files

St < Woukhahnca Delegated  Have full access to al files user can access

~ Delegated  Read and write access to user mail
& Troubleshooting

Delegated  Read and write user and shared mail
A New support request
Delegated  Send mail as a user
Application  Send mail as any user fes A, Not granted for Zencon,
Delegated  Send mail on behalf of others
Delegated  Maintain access to data you have given it access to
Delegated  Edit or delete items in all site collections
Delegated  Sign in and read user profile

Application  Read all users’ full profile fes granted for Zencon,

ZencontractOffice365 | APl permissions

Refresh Got feedback?

i Overcie 1) Successtully granted admin consent for the requested permissions.

& Quickstart
A Starting November 9th, 2020 end users will no longer be abie to grant consent to newly registered muititenant apps without verified publishers.

# Integration

Manage I The "Admin consent required™ column shows the def: tion. ”  can This column may not refiect the value i
® Branding
Authentication Configured permissions

€ Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The st of >ns should indlude
all the permissions the application needs.
1li Token configuration

AP parmicsions Add a permission Grant admin consent for Zencontract

# Expose an AP API / Permissions name Type Description
App roles

& Owners Delegated  Access Common Data Service as organization users Granted for Zencontract

A Roles and administrators | Preview

B Manifest Delegated  Have full sccess to user files 0 Granted for Zencontract

Support s Troubleshooting Delegated  Have full access to all files user can access Granted for Zencontract

Delegated  Read and write access to user mail Granted for Zencortract
Troubleshooting

B e v aat Delegated  Read and write user and shared mail Granted for Zencorts
Delegated  Send mail as 2 user Granted for Zencontract
Application  Send mail as any user 3 Granted for Zencontract
Delegated  Send mail on behalf of other: anted for Zencorts
Delegated  Maintain access to data you have given it access to Granted for Zencortrac
Delegated  Edit or delete items in all site collections

Delegated  Sign in and read user profile

Application Read all users' full profiles




Section 5: Application Details and Settings

Created or Existing Zencontract Application

Zencontract | App registrations

Newregistration (3 Endpoints /* Troubleshooting () Refresh Preview features Got feedback?
® Ovenview
0 Preview features

view Cick 1o enabie the preview. -
X Diagnose and sobve problems

) Starting June 306h, 2020 we wl nofomger add any new features to Azure Actve Dvectory Authentication Lbxary (ADAL) and Azure AD Graph, We wil contine {0 povide echvica support and secuty updates bt we wil o (0ng e festure updates. Appications wh need 1o be
Upgraded to Microsoft Authentiction Lixary (MSAL)and Microsoft Graph.

s Al applications  Owned applications  Deleted applications (Preview)

& Roles and administrators

3 Administrotive units

B Eimpets poliatins Applicaion (client) ID Certficates & secrets

e b79-142c-433b-8257-0ea2fe200836 @ Curent

Identity Governance.

# Appication proxy

& Ucenses

4 Aoure AD Connect

M Custom domain names
Mobiity (MM and MAM)

1 Password reset

1l Company braning

& User settings

1l Properties

Monitoring

Signinlogs

Client ID and Tenant ID

contractOffice365

Endpoints Preview features

& Quickstart

A Integration assistant

Manage

® Branding
Authentication

§ Cetificates & secrets

Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updat

Bl ko coxdcpmation be upgraded to Microsoft Authentication Library (MSAL) and Mirosoft Graph.

Starting November Sth, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers.
@ Expose an API
e
App roles GetStarted  Documentation
& Owners

& Roles and administrators | Preview

Build your application with the Microsoft identity platform

W Moanifest

The Microsoft identity platiorm is an authentication service, open-source libraries, and application management tools. You can create modem, standards-bas

Support + Troubleshooting and protect APls, and add sign-in for your users and customers.

? Troubleshooting

New support request




User Settings

& Enterprise applications | User settings

Overview
® Overview Enterprise applications

A Diagnose and solve probles

# Application prox
& User settings
Security

% Conditional Access

2 Consent and permissions

Activity
Sign-in logs
Usage & insights
= 2 Reviewer type
Audit logs
Users
Provisioning logs
Groups (Preview)
Access reviews
Roles (Preview)
B Admin consent requests

Troubleshooting + Support
o Virtual t (Preview)

& New support request

Office 365 Settings

Enterprise Applications

pror——)

1 Enterprise applications | All applications




